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2. Das Wie
Methodiken
* Sicherheit

3. Das Was
* Azure Migrate als Tool
* Landing Zone Readiness
- Betrieb & Kosten






Cloud Migration! - Aber wie? a BASYS

Migration — Azure Migrate BRINOVA

- Skalierbarkeit & Flexibilitat — Ressourcen nach Bedarf

- Kostenoptimierung — Pay-as-you-go, Reserved Instances
 Sicherheit & Compliance — ISO, BSI, Zero-Trust

* Modernisierung — Weg von End-of-Life-Systemen

- Globale Verfiighbarkeit — DR/Backup-Out-of-the-box

- Weg von Legacy-Abhangigkeiten

» Sicherheitslucken

@ Migration ist kein Projekt — vielmehr ein Modernisierungsansatz
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Cloud Adoption Framework (CAF)

CAF Plan

CAF Strategy Q — L [:

Outcome: Custom plan in place to
adopt the cloud

Outcome: Cloud adoption is aligned
to business goals

How: Use CAF to map business
drivers to cloud goals.

How: Use CAF to prepare your
people, processess, and technology
for the cloud.

BB Microsoft
Azure

—> | EY CAFReady

€

Outcome: Your Azure environment is
ready to host workloads and scale.

How: Use CAF & AAC to establish
cloud governance, identity, billing,
and deploy the platform landing
zones you need.

Use AAC & WAF where it aligns with
the phases of the Cloud Adoption
Framework

— @ CAF Adopt

Microsoft’s Cloud Adoption Framework

Ongoing processes

L ]
1 CAFGovern

—% @ CAF Secure

Outcome: You have workloads in
Azure aligned to business needs via
migration, modernization, or cloud-
native builds. Repeat phase as
business needs demand.

@ CAF Manage

How: Use CAF, AAC & WAF to
design and deploy workloads to
application landing zones. Consider
using application landing zone
accelerators for different workloads.

Outcome: Your Azure environment is

How Use CAF, AAC & WAF to govern,
secure, & manage your Azure
environment and all workloads.

Azure Architecture Center (AAC):
Implementation guidance for Azure solutions

Well-Architected Framework (WAF):
Foundational principles to design workloads

compliant, secure, and well-managed.

o BASYS

BRINOVA

part of connexta
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Cloud Adoption Framework (CAF) BRINOVA

Strategie Govern
Initiativen zur Cloud Akzeptanz schaffen Verwalten der Unternehmenskontrolle,
Geschiftsziele definieren Compliance und Kosten

Plan Secure
Umfassenden, stakeholder orientierten Plan Workloads vor Sicherheitsrisiken und Bedrohungen
fir Cloud-Transformation nachhaltig schitzen

Ready Manage
Unternehmensfihige Azure Umgebung bereitstellen Betriebliche Exzellenz sicherstellen

und kontinuierlich optimieren

Adopt

Produktionsworkloads in Azure bereitstellen,
die Nutzen bieten
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CAF Einsatzbereiche BRINOVA

Azure Virtual Desktop

Azure Vmware-Solution

Moderne Anwendungsplattform (Entwicklung)
VMs (IaaS) on Azure

Cloud-Scale Analytics Plattform
KI-Einfuhrungen

Big Data Plattform
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BRINOVA

Well Architected Framework

Well Architected Framework

5 Saulen ,,der Macht*

labili Cost Perf o tional
Reliability Cost erformance Reliability y— perationa
optimisation efficiency excellence

Security
Cost Optimization
Operational Excellence

Performance efficiency
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Azure Active Storage Log Key Azure
Directory Accounts Analytics Vault Migrate
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Landing Zones
Standardisierter Ansatz fur ALLE
Konsistenz
Sicherheit, Compliance im Einklang
Folgt Grundprinzipien

Einfaches Onboarden von neuen
Ressourcen
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Migrationsmethodiken BRINOVA
Assessment Ausgabe

Technische Analyse Migrationsstrategie pro System

Performance Daten Lift & Shift

Abhangigkeiten visualisieren Replatforming

Kosten kalkulieren Modernisierungsentscheidung

Readiness Checks
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Migrationsmethodiken

Migration
Lift & Shift
Lift & Optimize
Datenbankmigration

Testmigration vor Cutover

e

Modernisierung
Containerisierung
Umschwung auf Plattform-Services

Serverless

BASYS
BRINOVA

part of connexta
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Migrationsmethodiken BRINOVA
Optimize Management

Rightsizing Azure Monitor

Reserved Instances/ Savings Plans Defender for Cloud

Azure Advisor Backup, Update Management

Automation Betriebsprozesse (Runbooks, Incident

Auto-Shutdown Response System)
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& BASYS
Azure Migrate

BRINOVA

part of connexta

Zentrale Funktionen

Discovery SQL/ Web Assessments
Assessment Agent-/Agentless
Migration Kostenprognosen

App Abhangigkeiten
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Discovery

Automatische Erkennung von Servern
Abhangigkeiten (Netzflow)
Inventarisierung aller Workloads
Performance Daten OnPrem

Deckt Schatten-IT auf

o BASYS
BRINOVA

part of connexta

Home > Azure Migrate

Azure Migrate | Servers, databases and web apps =

Microsoft

L Search | 3 -+ Create project O Refresh ,C? Feedback

@ Get started

& Explore more

Migration goals Assessment tools

E: Servers, databases and web apps
9 Databases (only) E® Azure Migrate: Discovery and assessment
@ VDI B ., ) i )
,O Discowver %$) Build business case ## Dependency analysis » Y= Assess v ‘47 Overvie /7 Reso
& Web apps
€» Data Box Quick start
1: Discover
Manage Discover your on-premises servers by using an appliance or importing in a CSV format. Click "Discover” to get started.
J& Discovered items 2: Build and review business case

Review the recommended migration strategy and financial analysis for migrating your datacenter to Azure.
Il Properties .
3: Analyze dependencies

. Analyze dependencies between servers. Click ‘Dependency analysis’ to get started.
Support + troubleshooting

4: Assess
/® Diagnose and solve problems Assess discovered servers for migration to Azure. Click "Assess’ to get started.

2 New support request Add more assessment tools? Click here.
T
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Assessment

o BASYS
BRINOVA
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Sizing Empfehlungen
Migrationsblocker

OS-Kompatibilitat

Assessment details . .
Confidence rating @ *----

= Arure readiness

S Cost details Azure readiness

Reeacly fior Azure
2

Feacky with conditicns

8 6
Mo ready for Azure
0

Readiness unknovn

0

Storage - Monthly cost estimate (USD)
Standard HOD managed disks
r - N 32
' Starland 550 managed disks
32 0
- Fremraam managel disks

0

Disk-/Network-Check
TCO & Cost Estimation

Business Impact Bewertung

I T

Currency : US Dellar (3)
#

Meonthly cost estimate (USD)
Compute
193.75

Starage
32
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Migration

Replikation einrichten

Netzwerk konfigurieren
VPN/ExpressRoute
Firewall/NSG (inkl. Regeln)

Subnetz Zuordnung

Testmigration fahren

Isoliertes Netzwerk einplanen

Cutover planen (Ohne Downtime moglich)
Zeitfenster einplanen
Benutzer Impact evaluieren
Rollback Plan

o BASYS

BRINOVA
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Cutover

Final Sync
DNS/ Credentials/ Identity anpassen

Validierung Services
Applikation funktioniert?
Erreichbar?

Logs vollstandig?

Abschaltung OnPrem VMs

Vermeidung Doppelsysteme

o BASYS
BRINOVA
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Aftermath

Rechte priifen
Stehen Applikationsrechte
Administrationsrechte

Gruppen?

Policies anwenden
Tagging anwenden
Regionen/ Ressourcen sperren
Public Zugriff verbieten

Backup & Monitoring aktivieren
Log Analytics
Performance Dashboards
Alerting

Rightsizing nach 30 Tagen ,,Test*
Kontinuierlich Uberprufen
Advisor nutzen

Logs/ Dashboards nutzen

Kostentracking einfiihren
Cost Management
Tags nutzen

Landing Zone Konzept nutzen

o BASYS

BRINOVA
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Best Practice & Anti Patterns BRINOVA
pos s
Pilotmigration Blindes Lift & Shift
Klare Governance & Verantwortlichkeiten Migration ohne Monitoring
Landing Zones vor Migration Grofsen 1:1 Gbernehmen
Testmigration Big Bang Migrationen
Right-Sizing nach Performance Netzwerk/ DNS nachtraglich gerade ziehen

Migration in Wellen Legacy Security Settings Ubernehmen
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Landing Zone Readiness BRINOVA

Haus vor dem Umzug fertig machen
Entra ID Integration
Tagging
Namenskonvention
Hub-Spoke Netzaufbau
Private DNS + Endpoints
Policies & Compliance
Logging/ Monitoring
RBAC
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Landing Zone Readiness

Identity
Subscription

Domain Services

Key Vault
Zentralablage

Cost Management

|dentity & Access Management

Roles

MFA

Conditional Access
Azure RBAC

PIM

Breakglass Account

> Microsoft Entra ID~ —»

!

Management Groups

4

L]
@+ Azure Policies
-

()

Platform
() ! @ Y

Tenant Root Group

Kunde l

Ausgelagerie
Subscriptions

Decomissioned

ﬁ La I'IdIFIiZOI"I es —l

Management
Subscription

.N' Monitoring
a & Dashboards
Azure Monitor
Alertings

Log Analytics
& Automation Account

S cloud Shell
— Storage

<« Identity Management Connectivity Workload Modern W
Connectivity Landing Zone
6 Subscription 6 Subscription v
I R 2
VPN Zugang . "_,@ f—
Virtual WAN? —

o @ L

« DNS Zones
« VPN Gateway
« Firevall

Ressourcengruppe mit Workload

[‘]_‘El N [+
Metzwerkanbindung (Spoke) 9 @ “

Backup, Monitoring, Alerting

o BASYS
BRINOVA
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Betrieb & Kostenoptimierungen BRINOVA

Monitoring Security Kostenoptimierung
Azure Monitor/ Eigene Lésung Defender for Cloud Rightsizing
Log Analytics Zeru-Trust Building Blocks Saving Plans
Alerts & Dashboards Hybrid Benefit

Storage Tiering

o —
() Define Strategy o— Plan @ Ready ¢ Adopt
Document strategy Align cloud Prepare the cloud Migrate | Innovate
and foster stakeholder adoption plan to environment Implement desired
support business outcomes

changes across IT
and business

124 *© 0—O0—

!

Ongoing operations of the portfolio, including governance,
resource management, security, people, and processes
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Vielen Dank!

Ihr personlicher Kontakt

Sebastian Boldt

&, +4942137707256 89 Sebastian.boldt@basys-brinova.de
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